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Description

Data collected from the FMS System are critical and need to be backed up at all times. It is not enough in
highly regulated industries such as Pharmaceuticals to only mirror the FMS database to a second
server, the raw data must be backed up on regular basis, and have an email notification to reassure
your customer that the backup has been successfully executed.

When a backup strategy is in place it is also important to test how the raw data can be quickly and
efficiently restored. The restore procedure is also part of this technical note.



Prerequisites

o Before starting this procedure, you have downloaded the software “SQLBackupAndFTPSetup”
version 12.7.18 from Free PostgreSQL Backup Tool (sglbackupandftp.com).

e This program is a full working version for 14 days. Once installed, it starts the 14-days Professional
edition trial. After that it automatically converts to the Free edition. You can upgrade it any time to
Lite, Standard or Professional. Free version allows to Backup and restore a maximum of 2
Databases. However, you may want to buy the full version which allows you to back up on
additional storage places (i.e., Windows® Azure® or Microsoft® OneDrive® cloud storage service and
others) which will also give you the ability to back up more than 2 databases.

e The following file must be available: psql_fms01.sql This file can be found on the FMS5 Installation
CD

e  SQLBackupAndFTPSetup Version 12.7.1 works only to backup PostgreSQL Database 9 and10,
version 12.7.18 allow to backup PostgreSQL Database version 11 and above.

SQLBackupAndFTPSetup version 12.7.18 is part of the TCC-150_supporting_files that can also be
downloaded from the TSI Channel Partner Portal.

Requirements

e FMS 5.1.0 or above must be installed and running.

e PostgreSQL 9.3 database or above must be installed and running.

e .NET Framework 4.7.2 must be installed. If not, you can download the updated .Net package from
Microsoft at the following location:

https://dotnet.microsoft.com/en-us/download/dotnet-framework/thank-you/net472-offline-

installer

Assumptions

This document assumes the following:
e Main Computer:

o TCP/IP Address : 192.168.1.36
e Database Server Address:

0 TCP/IP Address : 192.168.1.36

o PostgreSQL 9.3 program has been installed in the default folder, which is:
C:\Program Files (x86)\ PostgreSQL\ 9.3\

e PostgreSQL 10 program has been installed in the default folder, which is:
C:\Program Files\PostgreSQL\ 10\

o PostgreSQL 14 program has been installed in the default folder, which is:
C:\Program Files\PostgreSQL\ 14\
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PostgreSQL 14 program has been installed in the default folder, which is:
C:\Program Files\ PostgreSQL\ 15\

PostgreSQL Database will be backup in the following folder:
C:\FMS_DATA_BCK\

You may want the backup to be placed in a different folder on a different drive or even on a
Server drive. Therefore, you will have to map a network drive.

PostgreSQL Server:

0 Database Name ¢ fmsO01

0 PostgreSQL User Name :  postgres
0 PostgreSQL Password : fms

0 PostgreSQL Port : 5435

0 Node User Name :  monitor
0 Node Password : fms

0 Client User Name :  client

0 Client Password : fms
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SQLBackupAndFTPSetup Installation Instructions

1. Start
SQLBackupAndFTPSetup.exe.

2. Click Next.

1=} SQLBackupAndFTP 12.7.18 Setup - x

Welcome to SQLBackupAndFTP
12.7.18 Setup

Setup will guide you through the installation of
SQLBackupAndFTP 12.7.18.

It is recommended that you close all other applications before
starting Setup. This will make it pessible to update relevant
system files without having to reboot your computer,

Click Next to continue.

3. Accept the License Agreement by
clicking I Agree.

1= SQLBackupAndFTP 12.7.18 Setup - !
License Agreement
Please review the license terms before installing @
SQLBackupAndFTP 12.7.18.

Press Page Down to see the rest of the agreement.

END USER LICENSE AGREEMENT Pranas.NET SQLBackupAndFTP ~
Thank you for using our products and services (“Services™). The Services are provided

by Pranas NET Corp dba SBF located 18-23 Greenwood Dr. Fair Lawn, NJ 07410,

United States.

By using our Services, you are agreeing to these terms. Please read them carefully.

Using our Services

You must follow any policies made available to you within the Services.
If you accept the terms of the agreement, click I Agree to continue. You must accept the
agresment to install SQLBackupAndFTP 12.7.18.

< Back 1 Agree Cancel
4. Select a folder where you want ¥ 50LBackupAndFTP 127.1 Setup - X
the program to be installed or you Choose Install Location
can leave the default location Choose the folder in which to install SQLBackupAndFTP 12.7.1.

5. Click Install.

Setup will install SQLBackupANdFTP 12.7.1in the following folder. To install in a different
folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder

| C:'\Program Files (x86)\SQLBackupAndFTP Browse...

Space required: 110.2MB
Space available: 25,3GE

Pranas MET

< Back Install Cancel
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6. Click Install.

7. When installation is completed,
click Next.

ESQLBackupAndFTP 12.7.18 Setup - *
Choose Install Location
Choose the folder in which to install SQLBackupAndFTP 12.7.18.

Setup will install SQLBackupAndFTP 12.7.18 in the following folder, To install in a different
folder, click Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 112.2MB
Space available: 296.3GB

<o coc

8. Select both Launch PostgreSQL
Backup and Create a desktop
icon.

9. C(lick Finish.

QSQLBackupAndFTP 12.7.18 Setup -

Completing SQLBackupAndFTP
12.7.18 Setup

eate a desktop icon

< Back Finish Cancel
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Create a Daily Backup Schedule

1_ Open the Services Wlndow and Ver]fy SOLBackupAndFTP (Database backup) Properties (Local Computer) x
that the SQLBackupAndFTP Gereral LogOn Recovery Dependencies
(Database baCkup) Semce 1S Set to Service name SQLBackupAndFTP Client Service|
AUtomatlc and Started Display name: SQLBackupAndFTP {Database backup)
2 . Clle OK. Description: Backups, monitors and restores databases
3. Close the Windows Services.
Path to executable:

"C:\Program Files {x86)\SQLBackupAndFTP"SqlBak Service exe"

Startup type: Automatic bl

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters;

=

TP - 12718 Brofassicral Tral Expiees in 14 daye - o

4. Click on button Connect to Database =
Servel' Eall Backup Job-1 /' P funviow | History & restore

B o v Dbt Sl L s R e
- Databunse Sesver

= solect Databases o
@ Store backups in selected destinations ®
[T schedute backups o
Sond confirmation te
2 Send histary to Web Log
o
5. From the drop down, list select Connect to Server b

PostgreSQL Server (TCP/IP) S
= Connect to Database Server

,_
[

Server typg

o Select Database Server type first

Test Connection Save & Close | | Cancel |
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6. Enter the Server Name IP Address Connect to Server X
where the PostgreSQL database is o
located. = PostgreSQL Server (TCP/IP)
7. Enter the Port number.
8. Enter the User Name and Password Server type | PostgreSQL Server (TCP/IP) v
to login to PostgreSQL server. Server namel 192.168.1.148 v | Port 3
User Name | postgres
Password ---l |
» Advanced settings
(i) ‘ Save & Close ‘ Cancel ‘
9. Click button Advanced settings. Connect to Server X
10. From the drop down list SSL Mode |
select Disabled. = PostgreSQL Server (TCP/IP)
11. Enter the Path to PostgreSQL bin

folder by click on the navigate button

Server type | PostgreSQL Server (TCP/IP)

Server name | 192.168.1.148 v

User Name | postgres

Password | sss

¥ Advanced settings

Default database name | postgres

551 Mode | Disable

| C\Program Files\PostgreSQL\15\bin

Pass the password @ In Enviranment Variable €@
O In Password File €

[] Connect using SSH tunnel

Port

Test Connection 0

Save & Close ‘ ‘ Cancel ‘
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12. Click button Test Connection.

13. If test is successful (succeeded), click
OK.

14. Click Save & Close.

15. Leave PostgreSQL Backup software
open and running.

E PostgreSQL Server (TCP/IP)

Server type | PostgreSQL Server (TCP/IP) w7

Server name | 192.168.1.148 v| port| sa3s[F

User Name | | Connect to Server X
Password

~ Advanced sd 0 192.168.1.148 test connection succeeded

Default data

]| -

Path to PostgreSQL bin folder
C\Program Files\PostgreSQL\15\bin n

Pass the password @) In Environment Variable €9
O In Password File €

[] Connect using SSH tunnel

0 Save & Close ‘ ‘ Cancel ‘
16. Click on button Select Database e e e
Eoll Backup Job -1 # B funvion | History & restore
E Connect to PostgreSQL Server (TCPAP) ¢

E Select Databases TRk this button te select databases te @
backup

@

ol Store backups in selected destinations

@ Schedule backups o
Sond confimation e’
s Send histary to Web Log
e
17. Select fms01 as the Database you Select Databases 0 X
want to backup. P
18. Click Save & Close %’ Select Databases
[] Backup all non-system databases
[ ] Show system databases
fms01
Save & Close | ‘ Cancel ‘
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19. Click button Store backups in
selected destinations.
20. Select Local Network Folder/NAS

5 SO BackupAndFTP - 127,48 Protessional Tral Expines i 14 - 0o X
P i

E el Backup Job -1 P R N History & restore
Backup Job - 1 -
s S=  Connect 1o PostgreSQL Server (TCR/IP) o
192.168.1.148
£ solect Databases o3
fman

o Store backups in s¢ S5k this button to select destinations. @
[

I LoceNetwork FoldenAS

0 siore the backups

FTP Sevewr

@ Schedule backups o 3 B Amaron 53
53 Compatible

¥ Deopba
Send canfirmation o B Googeome

21. Enter the Path to the folder where you
want the Daily backup to be stored

Local/Network Folder/NAS Settings >

BB Local/Network Folder/NAS

Local/MNetwork folder/NAS Open folder
| CA\FMS_DATA_BCK o]

Auto delete old backups after Months 6@ Days 0

¥ Advanced backup settings

» Advanced Local/Network Folder/NAS settings

Tutorial Save & Close | | Cancel |
22. Clle button Advanced backup Local/Metwork Folder/NAS Settings b4
settings and click Advanced
Local/Network Folder/NAS
Local/Network Folder/NAS - ocal/Network Folder/
settings. Local/Network folder/NAS Open folder
23. Verify these settings are checked:

24. Full

25. Folder

26. Verify backup files on the
destination after uploading

27. Click button Advanced
Local/Network...

C:\FMS_DATA_BCK =

Auto delete old backups after Months | & Days 0

* Advanced backup settings

| Send backup types V] Full Folder |

‘erify backup files on the destination after uploading
["] Emergency destination - use only if others have failed

» Advanced Local/Network Folder/NAS settings

Tutorial

Save & Close | | Cancel |
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28. If Permissions rights are required to
access the destination folder then
enter User Name & Password

BB Local/Network Folder/NAS

Local/Metwork folder/NAS Open folder
C:\FMS_DATA_BCK ]

Auto delete old backups after Months | 6 @ Days 0@!

= Advanced backup settings

Send backup types ¥ Full [¥] Folder

Verify backup files on the destination after uploading
[] Emergency destination - use only if others have failed

~ Advanced Local/Network Folder/NAS settings

Some network shares (like NAS drives) may require different from your Windows
account username and passwords. You can specify them here if you need to.

User Name

Password

Tuterial Save & Close | | Cancel |

29. Click Test
30. If test is successful, click OK
31. Click Save & Close

BB Local/Network Folder/NAS

Local/Network folder/NAS Open folder
C:\FMS_DATA_BCK ]

Auto delete old back{ Local/Network Folder/NAS Settings X [

* Advanced backup

Send backup types o Connection successful.

Verify backup fi

[] Emergency desti |“|

~ Advanced Local/N

Some network shares (like NAS drives) may require different from your Windows
account username and passwords. You can specify them here if you need to.

User Name

Password

‘ Test Tuterial Save & Close | | Cancel |

32. Turn ON backup scheduler by sliding
button to the right
33. Click button Schedule backups.

g

Job ool Help

Eall Backup Job -1 # B runion | History & restore

&5 Connect 1o PostgreSOL Sorver e
= ta Pos Server (TCP/IP)
192.168.1.148
-
£ seloct Databases s
el
@ Store backups in selected destination ®

I LocalMetwork FaldenMAS CAPMS DATA BCK

@ Schedule backups @

Stan full backup calyat | osan ]

Fulk avery 24 Nos st 21

Send confirmation o Send history to Web Log
B seew o
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34. Configured the required schedule then | | & Adanced Backup scheduie X

click Save & Close B Advanced Backup Schedule

Y Full every 24@ hr UEI min First full backup start: |E|
30-09-22 11:01

[Iereen . 00100 Estimated backup plan
01-10-22 11:01  Full
fuglon: 02-10-22 11:01  Full
Mon [ Tue wed [ Thu Fri sat | 03-10-22 11:01  Full
["1 Run on certain days of the month only 04-10-22 11:01  Full
05-10-22 11:01  Full
| Save & Close | | Cancel |
: = TP 127,18 Professioral Tral Expiee: in 14 days - o
35. Enter Start time you want the backup i

to be Started. Eall Backup Job -1 # D History & restore

36. Click Run Now to test your setup.

o
o Connect to PostgreSQL Server (TCR/IP) ¢
192.168.1.148
‘g Select Databases o ]
el
@ Store backups in selected destinations ®
[ | CARMS_DATA_BCK
[T schedule backups o
Start full backup daily at
Pk ey DA Nt e 20 e
o alerts @ @ Sand confirmation o Send history to Web Log
o a L]
37. Verify Backup finished without error Ssob Log - o X
messages. Log of Backup Job - 1 | Export | Restore from Backup Download Backup
o General information = Backup objects: 1
lob Status: " Success = fms01 Database (Full) on Local/Metwork Folder/MAS (..
Start time:  25-09-23 06:46:28
Duration 00:00:02
Size: 99,79 KB
Archive size: 0B
Job finished (Success) Log records | All =

" 066:20 Backing up “fms01” with “Full” backup type.
+* 064530 Database “fms01" successfully backed up to *Chwindows\TEMP\SYSTEM Pranas.NET\SEF
13387 1e0-2840-4799-0428- 142280 705856\ backup'fms01202309250846.5q] : 99.733KB"

v 06:46:30 Comp ing “Cil \TEMP\SYSTEM\Pranas NET\SBRS 38T 100- 2840-4799-9428-F4 2280705856
oackup\frms01202308250646.5q!" file with Internal archiver. Encryption: “OFff"

+ 06:46:30 Backup of “fmsD1” successfully compressed to “(fms01202309250646.7ip : 12.103KB)".
" 06:46:30 Conmecting to “Folder” destination “C:AFMS_DATA_BCK®.

+ 06:45:30 Reading folder information by path: "C:AFMS_DATA_BCK".

~ 06:46:30 The current destination folder is “C:\FMS_DATA_BCK"

" 06:46:30 Sending backup of “fms01” to “Folder™ destination "C:\FMS_DATA_BCK".
~ 06:46:30 Uploading local “fms01202309250646.2ip™ to remote “fms01202309250645 2ip™ in folder “C:
\FMS_DATA_BIK"

v 06:46:30 Uploaded 100,00 3% (average speed = 5.91 MB/s).

7 064630 Wierifying remote file "fms01 2023092 50646.2ip" with local one “fms01 2023093 50646.2ip"
" 06:46:30 Cleaning up backups of "Backup Job - 1 job.

" 06:46:30 Cleaning up backups of fms01” database at “Folder™ destination “C:AFMS_DATA_BCK™.
W 064530 Cleanup of “fmsl1” completed.

+" 06:46:30 Disconnecting from “Folder” destination "C\FMS_DATA_BCK™

" 06:46:30 Deleting temporary files.

~/[0645:30 Job “Backup Job - 1 * inished,]

The backup file will be saved as DatabaseNameYYYYMMDDHHmm.zip
Example: fms01202209301132.zip
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Restoring Data from a Daily Backup

1. From the menu Job select Add
Restore Job

& SO BackuphnalF TP . 12.7.18 Prafessional Tril Expares in 14 days o

Job Tools

History & restore

Sep 250646 1Full 12168 §
reSQL Sarver (TCP/IP) e d

@ Store backups in selected destinations ®

Il LocalMieswark Falder/NAS CAFMS_DATA_BCE
@ Schedule backugs o =]

Saart full backup daily at 06305

Tl every 24h be
Send confirmation L

Send sarvice down alerts @ @) (PR Send history to Web Log

2. Click green arrow Take backups
from and select Local/Network
folder/NAS.

& SOl BackuphralFTP - 127,18 Prafessicnal Trisl Expret w1 14 clays - o

Job  Tooh  Help

Jobs Restore Job - 2 # P reor ) History

Whher grasaibibe reatore directly from backup job's "Hasory &
Restors” section

Backup Job - 1

Restore Job - 2

@ Take backups from Selwct storage W

L

Il LocalMetmonk FolderNAS

TP Server

-
S Select databases to restore

8 amazon st
33 Compatible '
V Ovopbox
¥ Google Drive
W OneDiive
* W OneDein lov Busines

B Auee Storage

=
o= Restors to Database Server

(B schedute restore
P B

Send confirmation o 3 ; i:‘:;j’
e Decrypt compressed files
B temporary foider
Send service down alerts @ @) - = Send history to Web Lag
L you 37 ] feeh Log Li]
3. Enter the Patch where the backup Local/Network Folder/NAS Settings X

files to be restored are located.

4. When the Path where the backup
files to be restored requires
authentication then enter User
Name and Password.

5. Click Save & Close

. Local/Network Folder/NAS

Local/Network folder/NAS Open folder
| cFvis_pata Bk | »

onfigure where to store the backups. To backup to network folder, specify UNC path like \,
c!

\myserver\backup

.
w
i

i

~ Advanced Local/Metwork Folder/NAS settings

Some network shares (like NAS drives) may require different from your Windows
account username and passwords. You can specify them here if you need to.

User Mame [

Password [

Save & Close | ‘ Cancel ‘
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6. Click green Plus sign and select the

5 SOLBackupAndFIP - 12.7.18 Probessicral Trial Expres in 14 days o

fob Tools Mslp

database you want to be restored Jobs Restore Job -2 # s (W) b History
follow by the data & time of the last o b -1 Wi sty o i 5 iy
backup. Restore Job - 2 @ Take backups from v
b Il LocalNetwork Foider/Nas CAFMS DATA_ . €%
\?‘I Select databases to restore . B it
fms01 -||ssc0230846 - ]¢ g
S8 Restore to Database € EN I i o o 5
E Schadula restore o ]
Send confirmation o ]
@ Decrypt compressed files
Send service down alerts @ (@) Send history to Web Lag
LY R Tomporary folder "]

7- Ifyou Want tO rename your %;:m::..,,::;v 12.7.18 Protessicnal Tral Experes in 14 days o
Database during the restore Jobs Restore Job -2 # () | History
process click the wheel. Backup Job - 1 e
If you want to keep the original . | SRR .

Local/Network Folder/NAS  C:\FMS_DATA

Database Name then continue from

-
Ste 9 S; Select databases to restore o @

p fms01 ~||ssc0230046 - g

S8 Restore to Database € EN I i o o 5

E Schadula restore o ]

Send confirmation o ]

@ Decrypt compressed files

Send service down alerts @ (@) Send history to Web Lag
LY R Tomporary folder "]
8. Click button Restore database to Restore Advanced Settings X
and enter a new Name for the .
Database you want to restre. ( / ) Restore Advanced Settings
O Restore fms01 database
estore database to | | fms01Test|
Save & Close ‘ ‘ Cancel ‘
9. Click Restore to Database ettt el =
Servel"... Jobs Restore Job - 2 # (P Remere | History
Backup Jab - 1 mlcor::am dinectly from backup job's “History &
Restare Job - 2 i dly Take backups from w
b Il LocalNetwork Foider/Nas CAFMS DATA_ . €%
“:?J' Select databases to restore 1 R @
fms01 i S - -
E Restore to Database £ ;w::'ﬂ'mﬂ" @
E Schedule restore o]
Send confirmation o ]
@ Decrypt compressed files
Send service down alerts @ (@) Send history to Web Lag
LY R Tomporary folder "]
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10. From the drop down, list select on
PostgreSQL Server (TCP/IP) =
OEm PostgreSQL Server (TCP/IP
11. Enter TCP/IP address from the o g (TCP/IP)
server where the restore database
will be done Server type | PostgreSQL Server (TCP/IP) ™
12. Click Test Connection and verify SSixeniamay 192.168.1.148 v port| sasfE]
that the connection succeeded. Connect to Server X
13. Click OK User Name | postgres
. o 192.168.1.148 test connection succeeded
14. Click Save & Close Password | ees
¥ Advanced settings
Default database nam OK
SSL Mode I Disable v
Path to PostgreSQL bin folder
C:\Program Files\PostgreSQL\15\bin u
Pass the password ®) In Environment Variable €)
O In Password File €
[ Connect using SSH tunnel
Test Connection 0 [ Save & Close I ‘ Cancel
15 Clle button Restore i:m::..,,::v 127.18 Peobessicral Tral Expres i 14 days o
Jobs Restore Job - 2 # History
Backup Jab - 1 mlm:\::::ﬂxc dinectly from backup job's “History &
Restare Job - 2 i dly Take backups from w
b Il LocalNetwork Foider/Nas CAFMS DATA_ . €%
“:?J' Select databases to restore [ @
fms01 i S - -
E Restore to PostgreSQL Server (TCR/IP) o 5
@ Schedube rastors o]
Send confirmation o ]
@ Decrypt compressed files
Send service down alerts @ (@) Send history to Web Log

Bl B Tomporary folder
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16. Verify backup operation succeed. & Job Log - o x
17. Close the window Log of Restore Job - 2

0 General information g Restore from Local/Network Folder/P

Job Status: + Success

art time: 9-23 07:.08:09
Duration:  00:00:02

£ fms01 on 25-09-23 06:46:00

Job finished (Success) Log records | All >

+/ 07:08:09 Connecting to "PostgreSQL Server”: "192.168.1.148",

+/ 0T:08:10 Connected to "PostgreSQL 15.3, compiled by Visual C++ build 1914, 64-bit".
+ 07:08:10 Connecting to "Folder” destination "CAFMS_DATA_BCK".

+ 07:08:10 Searching files by mask “fms01**".

+/ 07:08:10 Found "1" files.

" 07:08:10 Getting “fms01202309250646.zip" file metadata on “C\FMS_DATA_BCK" folder.

+ 07:08:10 Downloading file "fms01202309250646.2ip" to "CAwindows\TEMP\SYSTEM\Pranas.NET
\SBF\backup\2fa82553dfid4clea2d5116e221ca2c9\fms01\9_25_2023 6_46_00 AM".

+/ 07:08:10 Uncompressing "C:\windows\TEMP\SYSTEM\Pranas.NET\SBF\backup
\2faB2553df3d4c0ea2d5116e221ca2c\fms0119_25_2023 6_46_00 AM
\fms01202309250646.zip" file with Internal archiver.

+/ 0T:08:10 Restoring "fms01" database from files: "fms01202309250646.5ql".
+ 07:08:11 Disconnecting from "Folder” destination “C:\FMS_DATA_BCK".
+/ 0T:08:11 Deleting temparary files.

+/[07:08:11 Job “Restore Job - 2° finished. |

18. Database fms01 is now restored
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Revision History

Revision ‘ Released ‘ Description

A 20 September 2022 Initial Release

Revised for new Software SQLBackupAndFTPSetup

B 05 October 2022 version 12.7.1

Revised for new Software SQLBackupAndFTPSetup
C 1 October 2023 version 12.7.18 which allow to Backup PostgreSQL Version
11 and higher.

TSI and TSI logo are registered trademarks of TSI Incorporated. Microsoft, Windows, Azure, and OneDrive are registered trademarks of
Microsoft Corporation. PostgreSQL is a trademark of PostgreSQL in the United States and/or other countries.
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